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0 VT Community user(s) with a total of 0 reputation credit(s) say(s) this sample is goodware. 0 VT Community

Virustotal is a service that analyzes suspicious
files and URLs and facilitates the quick detection
of viruses, worms, trojans, and all kinds of
malware detected by antivirus engines. More

user(s) with a total of 0 reputation credit(s) say(s) this sample is malware.
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27 /41 (65.9%)

Version
2011.09.29.02
7.11.15.74
2.0.3.7
6.0.1289.0
10.0.0.1190
7.2

1.0.0.1
11.00
0.97.0.0
503.2.6
10285
5.0.2.03300
5.1.0.11
7.0.17.0
36.1.8589
4.6.2.117
4.3.370.0

22
73.1.1.107.0
13.0.900
9.113.5217
9.0.0.837
5.400.0.1158
2010.1D
1.7702

6504
2011-09-29.01
10.0.3.5
8.0.0.5

3.0
23.77.03.02
4.69.0
4.40.0.1006
20111.2.0.82
6.7.0.1.314
9.500.0.1008
9.500.0.1008

3.12.16.4

information...
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windows_-_shell_-_bind_tcp-default~[x86_-_unicode_mixed]-10.exe
2011-09-30 06:56:40 (UTC)

VT Community

2

not reviewed

Safety score: -

Result
Trojan/Win32.Shell
TR/Crypt.EPACK.Gen2

Win32:SwPatch [Wrm]
Win32/Heur
Backdoor.Shell.AC
Trojan.Win32.Heur.Gen
Trojan.Swrort.A

W32/Swrort.A.gen!Eldorado
Trojan.Swrort.l
Trojan.Win32.Swrort!IK
Win32/Swrort.Al!generic
W32/Swrort.A.gen!Eldorado
W32/Swrort.C!tr
Backdoor.Shell.AC
Trojan.Win32.Swrort
Riskware
HEUR:Trojan.Win32.Generic
Swrort.f

Swrort.f

Trojan:Win32/Swrort.A

a variant of Win32/Rozena.

Backdoor.Shell.AC

Suspicious file

Mal/Swrort-C

Trojan.Backdoor-PoisonIvy

Print results &



VIPRE 10619 2011.09.30
ViRobot 2011.9.30.4696 2011.09.30

VirusBuster 14.0.240.0 2011.09.29

Additional information

MD5 : 50950963387cc3e002867aa7be9c77bb

SHAl : 453ee4b65c23e4e60clc486dcdbb55901b6313a6

Trojan.Win32.Swrort.B

Trojan.Rosena.Gen.1

SHA256: eec3a22d891f01eb0b19d8953843e575652ec2f3cbal69af00ec51d49b73elch

VT Community

This file has never been reviewed by any VT Community member. Be the first one to comment on it!

VirusTotal Team

(v)
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Add your comment... Remember that when you write comments as an anonymous user they receive the lowest possible
reputation. So if you have not signed in yet don't forget to do so. How to markup your comments? Li ]
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Spam attachment/link
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& ATTENTION: VirusTotal is a free service offered by Hispasec Sistemas. There are no guarantees about the
availability and continuity of this service. Although the detection rate afforded by the use of multiple antivirus engines
is far superior to that offered by just one product, these results DO NOT guarantee the harmlessness of a file.

Currently, there is not any solution that offers a 100% effectiveness rate for detecting viruses and malware.

VirusTotal © Hispasec Sistemas - & Blog- & Twitter - Contact: info@virustotal.com - TOS & Privacy Policy




