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user(s) with a total of 0 reputation credit(s) say(s) this sample is malware.
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Antivirus
AhnLab-V3
Antivir
Antiy-AVL
Avast
Avast5

AVG
BitDefender
ByteHero
CAT-QuickHeal
ClamAV
Commtouch
Comodo
DrWeb
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eSafe
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F-Prot
F-Secure
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GData
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Jiangmin
K7AntiVirus
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Microsoft
NOD32
Norman
nProtect
Panda
PCTools
Prevx
Rising
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SUPERAntiSpyware

Symantec
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31 /44 (70.5%)

Version
2011.09.24.00
7.11.15.30
2.0.3.7
4.8.1351.0
5.0.677.0
10.0.0.1190
7.2

1.0.0.1
11.00
0.97.0.0
5.3.2.6
10244
5.0.2.03300
5.1.0.11
7.0.17.0
36.1.8578
4.6.2.117
9.0.16440.0
4.3.370.0

22
73.1.1.107.0
13.0.900
9.113.5184
9.0.0.837
5.400.0.1158
2010.1D
1.7702

6493

6.07.11
2011-09-25.01
10.0.3.5
8.0.0.5

3.0
23.76.04.01
4.69.0
4.40.0.1006
20111.2.0.82

6.7.0.1.310

windows_-_shell_-_reverse_tcp-default~[cmd_-_generic_sh]-10.exe Q
2011-09-26 00:36:22 (UTC)

not reviewed
Safety score: -

Print results &

Last Update Result

2011.09.24 Trojan/Win32.Shell
2011.09.25 TR/Crypt.EPACK.Gen2
2011.09.25 -

2011.09.25 Win32:SwPatch [Wrm]
2011.09.25 Win32:SwPatch [Wrm]
2011.09.25 =

2011.09.26 Backdoor.Shell.AC
2011.09.23 Trojan.Win32.Heur.Gen
2011.09.25 Trojan.Swrort.A
2011.09.26 -

2011.09.25 W32/Swrort.A.gen!Eldorado
2011.09.26 -

2011.09.26 Trojan.Swrort.l
2011.09.26 Trojan.Win32.Swrort!IK
2011.09.20 -

2011.09.23 Win32/Swrort.A!generic
2011.09.26 W32/Swrort.A.gen!Eldorado
2011.09.25 Backdoor.Shell.AC
2011.09.25 W32/Swrort.Cltr
2011.09.26 Backdoor.Shell.AC
2011.09.25 Trojan.Win32.Swrort
2011.09.25 =

2011.09.23 Riskware

2011.09.26 HEUR:Trojan.Win32.Generic
2011.09.26 Swrort.f

2011.09.25 Swrort.f

2011.09.25 Trojan:Win32/Swrort.A
2011.09.26 a variant of Win32/Rozena.AA
2011.09.25 W32/Swrort.A

2011.09.25 Backdoor.Shell.AC
2011.09.25 Suspicious file
2011.09.26 -

2011.09.26 -

2011.09.23 -

2011.09.25 Mal/Swrort-C

2011.09.24 Trojan.Backdoor-PoisonIvy
2011.09.26 -

2011.09.25 =



TrendMicro 9.500.0.1008 2011.09.25 TROJ_SWRORT . SME

TrendMicro-HouseCall 9.500.0.1008 2011.09.26 TROJ_SWRORT . SME

VBA32 3.12.16.4 2011.09.23 -

VIPRE 10582 2011.09.26 Trojan.Win32.Swrort.B (v)

ViRobot 2011.9.24.4687 2011.09.25 -

VirusBuster 14.0.231.0 2011.09.25 Trojan.Rosena.Gen.1l

Additional information Show all
MD5 : e4e28f6204ae1£8942££234600855ba2

SHA1 : 50e87c8442cd914524965d5e7£4db6a3£3b717d0

SHA256: 824a3cd4adcfacefe9p5489c23d14894bb9bf071a673812edb8dc6ald0b8b8086

VT Community
This file has never been reviewed by any VT Community member. Be the first one to comment on it!
VirusTotal Team

Add your comment... Remember that when you write comments as an anonymous user they receive the lowest possible
reputation. So if you have not signed in yet don't forget to do so. How to markup your comments? Li ]
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& ATTENTION: VirusTotal is a free service offered by Hispasec Sistemas. There are no guarantees about the
availability and continuity of this service. Although the detection rate afforded by the use of multiple antivirus engines
is far superior to that offered by just one product, these results DO NOT guarantee the harmlessness of a file.
Currently, there is not any solution that offers a 100% effectiveness rate for detecting viruses and malware.
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